CNS Security Chapter
Security Update Breakfast - 28th January 2010

CNS

NETWORKS & SECURITY

Your Exclusive Invitation

Hacking Trends Identity Theft Disk Encryption Vulnerabilities

CNS Security Chapteris your chance to hear about what hackers are looking
for, how positively asserting identity is key for organisations and how full
disk encryption might not be as secure as you'd hoped.

The intention of the update is to give CNS customers and trusted parties an
exclusive insight to recent findings, developments, opinions & techniques
from CNS's Security Assessment and Vulnerability Research teams. Our
experts will talk candidly to you about what they know are key concerns
within businesses like yours, and what they see the spend prediction over
the next coming years to be.

We invite you to join our Security Chapter and hear how, in a difficult climate,

being informed can make the difference!

When: 28th January 2010

Where: The Little Ship Club, Bell Wharf Lane,
Upper Thames Street, London, EC4R 3TB
www.littleshipclub.co.uk

Time: 0800hrs - 1000hrs

Cost: Free to Attend

Full English breakfast & refreshments included

Speakers:
Kevin Dowd MA (Cantab),CLAS, QSA,- Director of Security Assessment, CNS
Dr Neil Kettle — Lead Vulnerability Researcher, CNS

SERVICES

SECURITY ASSESSMENT
Penetration Testing
Application Testing
Code Review

PCI DSS Consultancy
15027001 Audit

Risk Assessment
Security Audit

FSA Compliance Audit
Configuration Review
GAP Analysis

RMADS

MANAGED SERVICES
24x 365

Threat Alerting

Threat Management
Device Management
Change Management
Fault Resolution
Secondments
Compliance Monitoring
SECURITY SOLUTIONS
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Secure Networking
Design & Installation
Firewall & VPN

Identity & Authorisation
Encryption

Logging & Monitoring
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Presentation Agenda
07:30 to 08:00 Attendees arrive - refreshments & breakfast served in the Dining Room
08:00 to 08:15 Introduction
08:15 to 09:00 Security, Threats & Risk Trends (Kevin Dowd)
Recent trends in hacking and how it has affected corporate spending
Priorities, plus how these correlate to SANS Lists.
Targeted Attacks
Phishing, OLB, data leakage, source code theft
Quiet Attacks
The importance of scenario modelling potential attacks in order to
match Controls/defences
Risk of Identity Theft (Employee & Customer ID issues)
Data protection and recent case studies
The requirement for positively asserting identity

09:00 - 09:30 Full Disk Encryption Vulnerabilities - Dr. Neil Kettle
(as presented at CRESTcon 2009)
09:30 - 10:00 Corporate Security Spending Focus (Kevin Dowd)
Patterns over the last 18 months and future strategic planning around
Security & Risk
Security planning and ROI for a 5 year plan
Scenario modelling and spend
10:00 Attendees Depart Security Chapter

Presenters will focus on “Real World” compliance, security and business challenges. It is
important to us that you have a productive and valuable morning with us. Our staff will be
to hand, should you wish to continue discussions with us on a particular topic.

If you would like to reserve your place for this quarterly event, please contact Maria Alvarez
on maria.alvarez@cnsuk.co.uk or 02072130999.

About CNS

Convergent Network Solutions Ltd is a highly accredited London based Security Assessor and Network Security Specialist.
Our goal is to create a truly pragmatic approach to security for all of our customers. We specialise in understanding the
security market, compliance requirements and our customers’ specific internal policies and match them with services
and solutions thatfit their need. Thisis all underpinned with a high level of service and support to our customers. CNS was
established in 1999 in response to market demand for a highly skilled security and networking consultancy in the heart
of the city. CNS has grown rapidly since this time, both in company size, the depth and breadth of services offered
and reputation for providing exemplary service. The company is majority owned by the principle directors.

76 Cannon Street

London, EC4N 6AE
www.cnsuk.co.uk
info@cnsuk.co.uk

Tel: +44 (0)20 7213 0999
i Fax: +44 (0)20 7213 0990



